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. Target of Data Breaches

2010 Data Breach
Investigations Report

Type Category % Breaches % Records
Database Server Servers & Applications 25% 020,
Desktop Computer End-User Devices 21% 1%

Web app/server Servers & Applications 19% 13%

Payment card Offline Data 18% <1%

POS server (store controller) Servers & Applications 1% <1%

Laptop computer End-User Devices 7% <1%

Documents Offline Data 7% <1%

POS terminal End-User Devices 6% <1%

File server Servers & Applications 4% 81%

Automated Teller Machine (ATM) End-User Devices 4% <1%

FTP server Servers & Applications 2% 3%

Mail server Servers & Applications 2% 4%
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. How do Database Breaches Occur?

2010 Data Breach
Investigations Report

48% involved privilege misuse
40% resulted from hacking

Figure 21. Types of hacking by percent of breaches within Hacking
and percent of records

Usa of stolen login credentials 385 / 86%

Explottation of backdoor or

command/control channel 2%/ 5%

S0L Injection 25% /89%

38%  utilized malware
28%  employed social tactics
15%  comprised physical attacks

ORACLE

3



. Oracle Maximum Security Architecture
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. Database Defense-in-Depth

Monitoring and Blocking

* Oracle Database Firewall

Auditing and Tracking

* Oracle Audit Vault
* Oracle Configuration Management
* Oracle Total Recall

Access Control

* Oracle Database Vault
* Oracle Label Security

Encryption and Masking

* Oracle Advanced Security
* Oracle Secure Backup
* Oracle Data Masking
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. Database Defense-in-Depth

* Oracle Database Firewall
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. Oracle Database Firewall

First Line of Defense

' ! Alerts : Built-in ’ Custom

" Reports '~ Reports

(2| Policies

@ ORACLE Microsoft &Svsase [

Monitor database activity to help prevent unauthorized activity,
application bypass and SQL injections

Highly accurate SQL grammar based analysis

White-list, black-list, and exception-list based security policies
Built-in and custom compliance reports for regulations
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. Oracle Database Firewall

Positive Security Model Based Enforcement

White List -
............................................. v == @ AlIOW eeeereeeeeeeeessssssseseeee . E\_/

........................................... > o
Applications e @ Block

* White-list based policies enforce normal or expected behavior
 Policies evaluate factors such as time, day, network, and application
« Easily generate white-lists for any application

« Out of policy SQL statements can be logged, alerted, blocked or substituted
with a harmless SQL statement

« SQL substitution foils attackers without disrupting applications
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. Oracle Database Firewall

Negative Security Model Based Enforcement

N

Black List Pl

irlﬁ ____________________________________________ . e

A ) .
Applications

S~

 Stop specific unwanted SQL commands, user, or schema access

* Prevent privilege or role escalation and unauthorized access to
sensitive data

 Black list policies can evaluate factors such as day, time, network, and
application
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. Oracle Database Firewall

Scalable and Safe Policy Enforcement

T
— /:__,\_\//
. SELECT * FROM accounts -_
| Becomes
% _,.-" \____//
Appllcatlons /' SELECT * FROM dual where 1=0
et — \\_\__’__/

Innovative SQL grammar technology reduces millions of SQL statements into
a small number of SQL characteristics or “clusters”

Flexible enforcement at SQL level: block, substitute, alert and pass, log only
« SQL substitution foils attackers without disrupting applications

Centralized policy management and reporting

Superior performance and policy scalability

ORACLE
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Online Orders

Logout | Weloome JTAYLOR

rnm-rhnhr Customer Name Order Amount  Region
75301 Albany Motors 2500 AMERICAS
/1M Aliantic Boal Repair 10000 AMERICAS
fi52178 Bethesda Flowers 12000 AMERICAS
268124 Connechicut Composites BA00 AMERICAS
652177 Lexingtan Exports 3600 AMERICAS
626847 NYC Tad Co 10,000 AMERICAS
-8
Buik usihg Orack Applcation Express
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OF Orders - Mozilla Firefox

[=) ok Orders &3 | 1 Zmbra: DatabaseFrewal_Alerts .| & Orade Database Frewal Admnsrato.. | - |

DnlinaDrdars Logout | Weloome JTAYLOR
Home m New Orders Shipping Reparts Help

UNION SELECT ORDER_NUMBER, CUSTOMER_NAME Search Orders

Order Number Customer Hame Order Amount  Region

181467 Acme Glass B,800™ 4074 D043 D000 B125
75303 Albany Molors 2500 3715 0990 5550 7814
351245 Asymmetrical Antibiotics Inc 22000 8011 0B3D 0000 285
351134 Aflantic Boat Repair 10,000 6793 D000 2342 7692
52178 Bethesda Flowers 12,000 4826 0050 0000 2188
549152 Hrookhaven Landscaping 5,000 4264 0000 0000 FO84
302599 Central NJ Cable 7,200 4013 D065 DDAT 1416
185847 Colorado Clinicians 4600 3715 0930 000D 4558
256124 Caonnaclicul Composiles 8,500 4264 DGE0 0000 4175
214115 Department of Elagant Programming 1,250 4264 0000 0000 8120
461536 Healthy Foods 8800 37150330 1430 2205
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mmmmmmcm - Monitoring Dashboard - Mozilla Firefox

gL O — ¥ —

lceode'n o »[szmw _,J.mmmmus.n[

ORACLE Dashboard Monitonng Reporting Archming System

Oracle Database Firewall Administration Console

Threat Status: Waming ~ Throughput Status: OK Traffic Snapshot at 2010-09-21 1501
0 Statement Rate ) Fier ((no filter active)
! 1 Total Statements: A
0 (In Last Hou)
12 Warned aad Hocked statements

000092011 3752 0100921 140782
Quick Start

@Q Monitor databases @ System settings ©

Ll . |- R Rl -

TOp Ten Threats m Week) Thiowahpnt [ atenienty sec]
200100921 11:3752. 2010-09-21 143752

Count Status Statement $een Log Level Source Destination 0

2 ,.. select order_numbe. 10 shways 192088 56,10 152 168.50 41 -

1 "Q select onder numbe. N0 Dhays 1R8N 1N “ A A
O 5 7\
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Statement Class Distribution
Diata manipuiation "
{read only:)
Data Manipulation Read Only Data manpuaton: 20
Data Manipulation | | Data Definition | | Data Control Dala defiiter: 7B
n
[ ] ] [] I e [ ransacton [ compos :
Threat Severity Distribution =
Unasaipned: 0
Unassigned Insigrificant: 181
w Mirar: 0
Moderate Moderate: 0
D l l . D Mag: 0
[ atastrnhic i
Action Distribution =
Unaszigned: 0
W[ﬂ | oL Passed: 161
ROy SCUON | N
Wamed: 0
| Boded: 0
l pctor: ol )
Baseling Rules . -
— Blodeed: 0
I ovely statement poices Thestsensiy: Mor v| New el Py
[P sbttie Sty |25t 100 Fomdiwher 122
Nates:
Baseling Defaults - :
Threat: Maijer
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OI'INI"IE Drdars Logout | Weloome JTAYLOR

Home NewOrders ~ Shiping  Repors  Help

UNION SELECT ORDER_NUMBER, CUSTOMER NAME ~  Search Orders

A data found
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. Database Defense-in-Depth

Monitoring and Blocking

* Oracle Database Firewall

Auditing and Tracking

* Oracle Audit Vault
* Oracle Configuration Management
* Oracle Total Recall
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. Oracle Audit Vault

Automated Activity Monitoring & Audit Reporting

HR Data @
CRM Data =
@ Audit A

ERP Data @ baig /

Databases E@

Out-of-the box compliance reporting

Detect and alert on suspicious activities

Centralized audit policy management

Hhee

Alerts

Built-in
Reports

Custom
Reports

. Policies

Consolidate audit data into secure repository

&

Auditor

ORACLE %

Microsoft: 8§ SYBASE

v
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File Edit View History Bookmarks Tools Help

[&] Myorade | ] MyDesktop

V MSN.com 4 | [ Activity Reports

ORACLE Enterprise Manager 10g
Audit Vault

Defauit Reports

~Samnlianroe onn
Compliance Repo

Access Reports

Activity Overview
- Dats Access
Catabase Vault
Cistributed Datshase
Procedure Executions

User Sessions

Management Activity Reports

A lf, Account Mansgement
L% Audit Commands
l“-” Object Management
Frocedure Mansgement
Raole and Privilege Management
Svstem Mansgement

System Exception Reports

4 Exception Activity

Invalid Audit Recard Activity
Uncategaorized Activity

All times are UTC-08:00

(e~ C X @ (O] htip:/f192.168.203.31:5707/av/console /fp=7700: 10:3144726 16693455 1::NO:

User Accounts
User Accounts by Source

User Privileges
User Privileges by Source

User Profiles
User Profiles by Source

Database Raoles
Database Roles by Sgurce

Svstem Privileges
System Privileges by Saurce

Object Privileges
Object Privileges by Source

Privileged Users
Erivileged Users by Saurce

Home | Audit Reports | AudiiPolicy | Settings | Help | Logout

Audit Reports Audit Policy

Alert Reports

All Alerts
. Critical Alerts
D Warning Alerts

Copyright © 1896, 2008, Oracle and/er its affiliates. All rights reserved. Oracle is a registered trademark of Oracle Corporation and/or its affiliates. Other names may be trademarks of their respective owners. Unauthorized access is

strictly prohibited.
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File Edit View History Bookmarks Tools Help

- g tt | [ http://192.168.203.31:5707/av/console/f2p=7700:83: 3144726 16693455 1::NO: :: - PTG \ » ;3'- “oogls »~
E MyOrade [:] MyDesktop
‘ 8? MSN.com . [7] compliance Reports ] ‘ [&] oracle Datzbase Audit Events T =
.
ORACLE Enterprise Manager 10g = ‘ _ dslo Logou: =
Audit Vault Audit Reports Audit Policy
Default Reporis Compliance Reports Custom Reports Generated Reporis Report Schedules Entitiement Snapshots
Credit Card SOX Health Care
WWidgets SOX Reports o Customize Categories
Credit Card Related Dats Access Financial Related Cats Access EFHI Related Cats Access
"‘ P Audit Setting Changes Financial Related Data llodifications Audit Setting Changes
4 Before/After Values / Audit Setting Chanaes Before/After Values

Catabase Failed Logins
Catabase Loain/Logoff
Catabase Logoff

Database Logon

Catabase Statup/Shutdawn
Celeted Objects

Proaram Chanaes

Schema Changes

Svstem Events

User Privilege Chanae Activitv

All times are UTC-02:00

Befare/After Values

Catabase Failed Logins
Catabase Lagin/Logoff
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Catabase Logan

Catabase Startup/Shutdown
Proaram Changes

Schems Changes

System Events

User Privilege Change Activity

Catabase Failed Lagins
Catabase Loain/Logoff
Database Logoff

Database Logon

Catabase Statup/Shutdown
Celeted Objects

Schems Changes

Svstem Events

User Privilege Change Activity

Home | AuditReports | AuditPalicy | Settings | Help | Logout
Copyright © 1986, 2009, Oracle and/or itz affiliates. All rights reserved. Oracle is a registered trademark of Oracle Corporation and/or its affiliates. Other names may be trademarks of their respective owners. Unauthorized access is
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?) Reports - Mozilla Firefox

File Edit View History Bookmarks Tools Help

T — = - ; ;
x- v @ 0 4 | http:f/192.168.203.31:5707/av/console/f2p=7700: 15:4240670363537988:: ::RPT_ID: 741670560 10673960 1w ~| g-;!v Good
@ MyOracle @ MyDesktop

‘ [~] Reports | + ‘

ORACLE Enterprise Manager 10¢g ’ ' _ Helo Logout
Audit Vault - Audit Reports Audit Policy | )

Default Reports Compliance Reporis

Report Schedules Entittement Snapshots

Data Access

2l s[5 ¥I[(50] @,

& Y Event Time is in the last 24 hours ®

Event Status

|] PAYROLLORACLEVM INVENTORES SELECT SUCCESS APPS oeldupdéoracievm  3/11/2010 02:14:17 P
| ] PAYROLLORACLEVM  INVENTORES SELECT SUCCESS APPS oelupdé.oracievm  3/11/2010 02:14:17 Pl
|] PAYROLLORACLEVM CUSTOMERS DELETE UNKNOWN:FGA  OF oeldupdé.oraclevm  3/11/2010 02:14:16 P
| ] PAYROLLORACLEWM CUSTOMERS INSERT UNKNOWN:FGA  OF oeldupdé.oracievm  3/11/2010 02:14:15 Pl
| ] PAYROLLORACLEVM CUSTOMERS UPDATE UNKNOWN:FGA  OF oeldupdé.oraclevm  3/11/2010 02:14:15 Pl
|} PAYROLLORACLEVM ORDERS UPDATE UNKHOWN:FGA  OF oelupdéoracievm  3A1/2010 02:14:15 BIA
| ] PAYROLLORACLENI SALES SELECT UNKNOWN:FGA  PJONES oeldupdé.oracievm  3/11/2010 02:14:1 PM
|| PAYROLLORACLEVM ORDERS SELECT UNKNOWN:FGA  PJONES oeldupdé.oraclevm  3/11/2010 02:14:0 Pl
|] PAYROLLORACLEVM ORDERS SELECT UNKNOWN:FGA  PJONES oeldupdéoracievm  3/11/2010 02:14:0 P
| ] PAYROLLORACLEVM RDF_RULEBASES SELECT 942 JSMITH oelupdé.oracievm  3/11/2010 02:12:53 Pl
|] PAYROLLORACLEVM EMP2 TRUNCATE TABLE  SUCCESS JTAYLOR.  oeldupdd.oraclevm  3/11/2010 02:13:47 Pl
| ] PAYROLLORACLEVWM RDF_RULEBASES SELECT 942 PJONES oeldupdé.oracievm  3/11/2010 02:13:43 Pl
|| PAYROLLORACLEVM ROF_RULEBASES SELECT 942 PIONES oeldupdé.oraclevm  3/11/2010 02:13:22 P
|] PAYROLLORACLEMM SRC_TAB DELETE UNKHOWN:FGA  JSCHAFFER  oeMupdd.oraclem  3/11/2010 02:13:2 Pl
| ] PAYROLLORACLEVI  SRC_TAB1 DELETE UNKNOWN:FGA  JSCHAFFER  oeléupdé.oraclevm  3/11/2010 02:13:2 Pl
1-15®)

All times are UTC-08:00

Home | Audit Reports | Audit Policy | Settinas | Help | Logout
Copyright ® 1996, 2009, Oracle and/or it affiliates. All rights reserved. Oracle is a registered trademark of Oracle Cerporation and/or its affiliates. Other names may be trademarks of their respective owners. Unauthorized access is strictly prohibited.




. Database Defense-in-Depth

Monitoring and Blocking

* Oracle Database Firewall

Auditing and Tracking

* Oracle Audit Vault
* Oracle Configuration Management
* Oracle Total Recall

Access Control

* Oracle Database Vault
* Oracle Label Security
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. Oracle Database Vault

Privileged Account Controls

DBA

--------------------------------------------------------------------

....................................................................

Limit access of privileged accounts

ORACLE  jeowanos

Works with Oracle Exadata Database Machine SkEBEL !'

L . PeopleSoft.
Protect application data and prevent application
by-pass

No application changes required

ORACLE
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Eile Edit Yiew Mawigate FRun Debug Source Tools  Help

Gedga 0-9- B

%CDnnectinns ]gﬁﬂepnr‘ts ] E] B}_DEA - |5MITH I E]@
M7 PERRe &8v ¢ 0.065 seconds DBA -JSMITH = =
Elﬁ CoRhections Enter SQL Statement: E
E‘at DEA - |5MITH select * from swsadm.t_ps_acct_1n; = "
E Tahlez
{E WignE
Ea Indexes
{E Packages
Eﬁ Procedures -
[#-[i Functions B
EE Triggers ‘:_l | "'l
E -Sr:quznces :Si:ats;lts "%] Script Output"EExplain"@DEMS Dutput" @OW& Dutput]
-{[5) Materialized VWiews :
BB Materialized View Logs F'LIRCHAS‘I_:',I,__PF'RICEIELISINESS_LINITIFISCAL_‘T’EAFiF'RDDLIC'I‘ITRANSACTIDN_Id
[ﬂ Synonyms 1 13354.00 {% A]123 7006 C22 TOEI7|REET =
B30 Public Synaryms z 786221.00 FI33 2006 522 TH916856123
D Database Links 3 51954.00 Lxg2 2006 Z83 Te7856542
ED Directories 4 95174.00 Lxaz 2006 283 T916356834
-0 Recycle Bin 5 76955.00 x5z Z006 783 T98565234
H-@ Other Users
: _ & B7675.00 £]123 2006 C22 Ta75392384
Eﬂ---a Financials - DEA
7 EFETa.00 FI33 2008 522 To955925345
g 38e52.00 1T385 2008 L11 To735459568
9 78963.00 $T385 2006 L11 T903984856
10 19877.00 $T385 2006 L11 Te77268356
11 76785.00 FI33 2006 522 TO386E82934
12 45636.00 Lx8z 2006 283 TOORE66283
13 17733.00 AkKLZ2S 2008 C22 To988612571
=

All Rowes Fetched: 13 Line 1 Column 35 Inzert Unix: LF Editing




Step 2. Adding Protected Schema

ORACLE Database Vault Help  Logout

Database Instance: un10Z232 = Healms = Edit Healm: PeopleSoft Realm = Create Realm Secured Objedtogged in as DBV OWWNER

Create Realm Secured Object
(cancel) @

Define a database schema or database role that is protected by the realm.

Object Owner
| SYSADM vl|

Object Type

% ]

Object Name
% |

(Cancel ) @

ORACLE
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File  Edit  Vieww Mavigate Bun Debug Source Tools  Help
5 E E a - a - ﬂ -
ﬁﬁCnnnectinns ]E’ERE[:IDHS ] [:] ﬁ_DEA—JSMITH I

WY PEEREe &8 ¢ 0.026 seconds DBA - JSMITH |

=38 Connections Enter SOL Statement:

-, DBA - JSMITH select * from sysadm.t_ps_acct_1n; -
{E Tahles

{E Wiews

I}a Indexes .
[+-[[ff Packages

Eﬂ Procedures

{E Functions

{E Triggers 4/ | ]

H "
IE Types e | - .
EE Sequences Ftu:fti: 1= I%Scrlpt DutputHEExplam"ﬂDEMS Citput H @ow& Cutput

@ Materialized Wiews
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E:E Public Synonyms
E:E Databasze Links
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EEI---% Financials - DBA

4]

yaddius E.

ﬂ"

Kl

| 211 Rowes Fetched: O Line 1 Column 35 Insert Urix: LF Editing |



—| Oracle 3QL Developer : DBA - JSMITH .|
Eile Edit View Mavigate Run Debug Source Toolz  Help
Fe=eda O0-9- 5-
%CDnnectinng ]E‘ERepnr‘ts l [:] D_DEA - |5MITH I E]l—ﬂ
L
0.02&a d DEA - |5MITH =
VI PERRS® &8 ¢ seconds | -] g
E@E Cannections Enter SOL Statement: E
B A
=12 DBA - JSMITH |select * from sysadm.t_ps_acct_1n: k=
() Tables ORA-01031: insufficient privileges
{E Wiewis
Ea Ieleaes An errorwas encountered performing the requested
@ PEEERES operation:
[+ @ Procedures | |
Eﬁ Functions QORA-01031: inzufficient privileges |
-8 Tri + D
H {E ek Error atYffe:l Column:2l
- [ Types ik

; A Cutput
EE SEQUENCES | i'-" utpu
{E Materialized Wiews I =

E:; Materialized Wiew Logs
{3 Synonyms
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Ej Directories

ﬁ]‘ Recycle Bin
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. Database Defense-in-Depth

Monitoring and Blocking

* Oracle Database Firewall

Auditing and Tracking

* Oracle Audit Vault
* Oracle Configuration Management
* Oracle Total Recall

Access Control

* Oracle Database Vault
* Oracle Label Security

Encryption and Masking

* Oracle Advanced Security
* Oracle Secure Backup
* Oracle Data Masking
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. Oracle Advanced Security

Transparent Data Encryption

Disk

Backups
Exports
Application
pp Off-Site
Facilities

No application changes required =
ORACLE IDEDWARDS

Efficient encryption of all application data
yP PP SIEBEL !r

Built-in key lifecycle management
PeopleSoft.
Works with Exadata V2 Smart Scans

» Works with Oracle Advanced Compression

ORACLE
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- dbsrv:2 {oracle) Desktop —Ox

@ Oracle Enterprise Manager - Create Tablespace - Mozilla Firefox — O

File Edit View History Bookmarks Tools Help

42 E:> hd ?@ '._:ﬁ' ﬁ l http:/fdbsrv.oracleads.com:5501/em/console/database/storageftablespace?target=dvdb.or. "l [' @{]

ORACLE Enterprise Manager Mg
Database Control

Database Instance: dvdb.oracleads com = Tablespaces =

Create Tablespace

(D Information

Setup Preterences Help Logout
Database

Logged in As SYSTEM

([ Show SQL J | Cancel ) | 0K

Modification to the datafile will not take effect until you click "OK" button.

J General l Storage

—
M HR EMC TS
Qo revess )

Extent Management Type
@ Locally Managed @ Permanent
© Dictionary Managed Ll set as anent tablespace

Encryption | Encwptiunw

O Temporary

L] Set as default temporary tablespace
© Undo

Undo Retention Guarantee ) Yes @ Mo

Datafiles

L] Use bigfile tablespace
Tablespace can have only one datafile with no practical size limit.

[ Edit J{ Remove |
Done

Status

@) Read Write
) Read Only
O Cffline

]




| dbsrv:2 (oracle) Desktop | %

@ Oracle Enterprise Manager - Table General - Mozilla Firefox —Ox

File Edit Wiew History Bookmarks Tools Help

43 E:> hd ?@ I__) ﬁ [|http:Hdbsrv.Gracleads.cum:5Eleem!cunscle!databa5efschemaftabIe?sname:SCO'I‘I’&ana |"] [" | oogle 3&]
ORACLE Enterprise Manager 11 g Setup Preferences Help Logout
Database Control Database
Database Instance: dvdb.oracleads.com > Tables = Logged in As SYSTEM

Edit Table: SCOTT.EMP

Actions [Create Like :] [ Go [ Show 0L | [ Schedule Job ) | Revert ) [ Apply )

General l Constraints Segments Storage Options Statistics Indexes

* Name [EMF’

Schema [5COTT |

Tablespace | ISERS |

Organization Standard {Heap Organized)

Columns

[ =et Default LOB Artributes || Encryption Options |

[ Advanced Attributes )| Delete | |nsert Column: [Abstract Data Type :]' Insert 20 Previous | 1-100f 12 5| Next 2 &

Select Name Data Type size Scale Not NULL Default Value Encrypted
O e [EMPNO | | NUMBER N la | | | [ | O u
o [ENAME | | VARCHAR2 :] 10 | | o | |
o JoB | | VARCHAR2 :] £ | | o | |
O MGR | | NUMBER 2 4 | | o | |
O [ DATE I | I Ea :
® |sAL | | NUMBER N 7 | 2| o | |
@) | NUMBER +] |7 | | o L !

o) IDEPTNO | | NUMBER :] |2 | | ] O o

Done




Oracle Data Masking
Irreversible De-ldentification

Production Non-Production

LAST_NAME SALARY LAST_NAME SALARY

AGUILAR 203-33-3234 40,000 ANSKEKSL 111—23-1111 40,000

BENSON 323-22-2943 60,000 BKJHHEIEDK 222-34-1345 60,000

* Remove sensitive data from non-production databases
» Referential integrity preserved so applications continue to work

» Extensible template library and policies for automation

ORACLE
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. Oracle Database Security Products

Oracle Databases

Oracle Database Firewall Oracle Advanced Security
Oracle Audit Vault Oracle Database Vault
Oracle Data Masking Oracle Label Security

Oracle Configuration Management

ORACLE
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. Oracle Database Security Solutions

Inside. Outside. Complete.

Preventive and detective controls within the Oracle database
Database Firewall to prevent threats from reaching databases
Transparent — no changes to existing applications

Complete integrated solutions for lower TCO

= Encryption W Access ) Auditing Monitoring
& Masking Control % Tracking & Blocking

« Advanced Security « Database Vault * Audit Vault « Database Firewall
» Secure Backup  Label Security  Total Recall
+ Data Masking * ldentity Management + Configuration

Management

©

ORACLE
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. For More Information

search.oracle.com

Search for; In the section:

database security Al - BJ Refine Search

oracle.com/database/security
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