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More data than everé

Source: IDC, 2008
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Data Breach

More breaches then everé

Once exposed, the data is out there ïthe bell canôt be un-rung
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More threats than everé
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More Regulations Than Everé

FISMA

Sarbanes-Oxley

Breach Disclosure

PCI

HIPAA

GLBA

PIPEDA

Basel II

EU Data Directives

Euro SOX
J SOX

K SOX

SAS 70

AUS/PRO

UK/PRO

Source: IT Policy Compliance Group, 2007.

COBIT

ISO 17799

90% Companies behind in compliance
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There has been a clear and significant shift from what was 

the widely recognized state of security just a few years ago. 

Protecting the organization's information assets is the top 

issue facing security programs: data security (90%) is most 

often cited as an important or very important issue for IT 

security organizations, followed by application security (86%). 

Market Overview: IT Security In 2009
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Securing Data in Your Database

Detection

ÅEncryption

ÅMasking

ÅClassification

ÅAccess Control

ÅActivity Monitoring

ÅChange Tracking

ÅDiscovery and 

Assessment

ÅSecure 

Configuration
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Database Defense-in-Depth

Monitoring

Access Control

Encryption & Masking

Monitoring

ÅConfiguration  Management

ÅAudit Vault

ÅTotal Recall

Access Control

ÅDatabase Vault

ÅLabel Security

ÅAdvanced Security

ÅSecure Backup

ÅData Masking

Encryption & Masking
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Backups
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Oracle Advanced Security
Transparent Data Encryption

ÅComplete encryption for data at rest

ÅNo application changes required

ÅEfficient encryption of all application data

ÅBuilt-in key lifecycle management 

Application
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Oracle Advanced Security
Network Encryption & Strong Authentication

ÅStandard-based encryption for data in transit

ÅStrong authentication of users and servers

ÅNo infrastructure changes required

ÅEasy to implement
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Oracle Secure Backup
Integrated Tape or Cloud Backup Management

ÅSecure data archival to tape or cloud

ÅEasy to administer key management

ÅFastest Oracle Database tape backups

ÅLeverage low-cost cloud storage


