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Database Attacks

The Perfect Criminal Setup

AMotivation
ADat abases are the core of an or gan
ADi scl os e organi zationds confident.
ADi sclose clientsd confidenti al I nf
A Disrupt operation

AMeans
A VERY simple and accessible tools
A Some more sophisticated tools are gaining traction

AOpportunity
A Thick clients
A Loose internal network security

Al written applications
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The 5 Steps - Attacking A Database

AGetting the tools
AMaking initial contact
APrivilege abuse
APrivilege elevation

ACovering the tracks
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Database Attacks

Basic Tools

AMost database attacks are preformed by internal users
AMost internal users are not Hackers

ASome organizations have strict controls over local
software installation

AWhat basic tools can internal users leverage?

A Common software packages provide DB frontend
A E.g. Microsoft Exceli Part of any Office deployment

A DB client software
A E.g. SQL Query Analyzeri Default with MS-SQL
A E.g. Oracle SQL*Plusi Default with Oracle

A Similar client for other database vendors
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More sophisticated tools:
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Database Attacks

Making Initial Contact

1. Get Network Access
A Lax internal network access controls
A Thick-client applications
2. Obtain valid credentials
A Brute Force Attacks / Exhaustive Search
A Thick Clients
A Default Accounts and Passwords

A Social Engineering
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Obtaining Credentials

Brute Force / Exhaustive Search

A Basic assumptions:
A User names are 6 characters long.

A Passwords are6 characters long.

r

A Server is practically dedicated to being attacked

A Time required:

r

A ~ 2" seconds, ~2%2 hours, ~ 258 days

A 100,000,000,000,000,000,000 years.
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Obtaining Credentials

Brute Force / Exhaustive Search

ASplitting the attacks to stages.

AStage 1. Get the username.

AStage 2. Get the password, accordingly.
ACut down number of combinations to 243
AHow?

A Look under the hood
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Obtaining Credentials

Brute Force / Exhaustive Search

Program Client driver Server

Invokelogin API call

Generate authentication
message with user name —

Respond with rejection

Gener at-G01AORA
invalid username/password;

| ogon deni edo message
——

Handle authentication
failure

Bad Username
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Obtaining Credentials

Brute Force / Exhaustive Search

Program

Invokelogin API call

Client driver Server

Generate authentication
message with user name —

Respond with password

challenge
Generate response message
with password -

Respond with rejection
C——

Gener at-01RORA
invalid username/password;

——1l o0ogon deni edod0 message

Handle authentication
failure

Bad Password
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Obtaining Credentials

Brute Force / Exhaustive Search

APassword rules
A User: John
A Password:
A johnjohn
A nhoj
A john1234

ASmith (who happens to be Johnodés | ast

ADoe ( sameé)

AUsers need passwords they can remember

AOtherwise they write them on postix or notes under
their keyboard
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Obtaining Credentials

Default Accounts & Passwords

ADozens of default accounts for each database vendor

ASome are privileged

AMost have default passwords

ALists on the Internet
AExample: ctxsys
(oracle text services)
A nstalled by default
ADBA privileges

A Have full admin
capabillities

USERNAME PASSWORD
ADAMS TWOOD
ADLDEMO [ADLDEMO
ADMIN TETSPEED
APPLSYS [FND
APPLYSYSPUB PUB

APPS [APPS

AQ AQ
AQDEMO [AQDEMO
AQIAVA [AQIAVA
AQUSER [AQUSER
AUDIOUSER [AUDIOUSER.
AURORASTISSUTILITY$ INVALID
AURORA$ORB$SUNAUTHENTICATEDINVALID
BCA4J BC4T
BLAKE PAPER
CATALOG CATALOG
CDEMOS82 CDEMOS3
CDEMOCOR CDEMOCOR
CDEMORID CDEMORID
CDEMOUCB CDEMOUCB
CENTRA CENTRA
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HASH
72CDEF4A3483F60D
147215F51929A6E8
CAC22318F162D597
OF886772980B8CT9
ASE09ES4EC486FC9
D728438E8AS925E0
2B0OC31040A1CFB48
5140E342712061DD
8765D2543274B42E
4CF13BDACID7511C
CB4F2CECS5A352488
E1BAEGDOISAA9SF1E
S0C099FOEADF&7TE
EAA333E83BF2810D
0435F2E60569158E
397129246919E8DA
67B891F114BE3AEB
3A34F0B26BO51F3F
E30CEFE64B73B308
CEAE780F25D556F8
63BFSFFESE3EA16D
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Obtaining Credentials

f us er s provade dedentials:

ACode contains user name and password
ARegistry contains user name and password
APotential threats

A Rogue individuals
ATrojans
AMethods

A Extract credentials (known location)

A Sometimes requires online / offline decomposition
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