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Agenda

ÁWhoôs Imperva?

ÁDB Attacks Step by Step

ÁDB Attack Prevention

ÁQ&A



Imperva Overview

ÁFounded in 2002

ÁThe leader in óData Security ó

ÁSecureSphere Data Security Suite

ÁOver 800 customers and 4500+ orgs 
protected

ÁCEO Shlomo Kramer ïCEO of the year 
co-founder of Check Point

ÁApplication Defense Center
Á Security Research Team
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Database Attacks

The Perfect Criminal Setup

ÁMotivation

ÁDatabases are the core of an organizationôs operations

ÁDisclose organizationôs confidential information

ÁDisclose clientsô confidential information

ÁDisrupt operation

ÁMeans

ÁVERY simple and accessible tools

ÁSome more sophisticated tools are gaining traction

ÁOpportunity

ÁThick clients

ÁLoose internal network security

ÁIll written applications
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The 5 Steps - Attacking A Database

ÁGetting the tools

ÁMaking initial contact

ÁPrivilege abuse

ÁPrivilege elevation

ÁCovering the tracks
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Database Attacks

Basic Tools

ÁMost database attacks are preformed by internal users

ÁMost internal users are not Hackers

ÁSome organizations have strict controls over local 
software installation

ÁWhat basic tools can internal users leverage?

ÁCommon software packages provide DB front-end

ÁE.g. Microsoft Excel ïPart of any Office deployment

ÁDB client software

ÁE.g. SQL Query Analyzer ïDefault with MS-SQL

ÁE.g. Oracle SQL*Plus ïDefault with Oracle

ÁSimilar client for other database vendors



Put in excel demoé



More sophisticated tools:

- CONFIDENTIAL -9



- CONFIDENTIAL -

Database Attacks

Making Initial Contact

1. Get Network Access

ÁLax internal network access controls

ÁThick-client applications

2. Obtain valid credentials

ÁBrute Force Attacks / Exhaustive Search

ÁThick Clients

ÁDefault Accounts and Passwords

ÁSocial Engineering
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Obtaining Credentials 

Brute Force / Exhaustive Search

ÁBasic assumptions:

ÁUser names are 6 characters long.

ÁPasswords  are 6 characters long.

ÁASCII Characters available approx. 128 options (128= 27)

ÁTotal username / password combinations: (128)12 = 284

ÁGiven a scan speed of 1000 hits/ sec. 

ÁServer is practically dedicated to being attacked

ÁTime  required:

Á~ 274 seconds, ~262 hours, ~ 258 days

Á100,000,000,000,000,000,000 years.

This is False Comfort!  
Methods Exist to Dramatically Cut Time to Success
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Obtaining Credentials 

Brute Force / Exhaustive Search

ÁSplitting the attacks to stages.

ÅStage 1: Get the username.

ÅStage 2: Get the password, accordingly.

ÁCut down number of combinations to 2 43

ÁHow?

ÁLook under the hood
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Obtaining Credentials 

Brute Force / Exhaustive Search

Program Client driver Server

Invoke login API call

Generate authentication 

message with user name

Respond with rejection

Generate ñORA-01017: 

invalid username/password; 

logon deniedò message

Handle authentication 

failure

Bad Username



- CONFIDENTIAL -

Obtaining Credentials 

Brute Force / Exhaustive Search

Program Client driver Server

Invoke login API call

Generate authentication 

message with user name

Respond with password 

challenge

Generate response message 

with password

Respond with rejection

Generate ñORA-01017: 

invalid username/password; 

logon deniedò message

Handle authentication 

failure Bad Password
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Obtaining Credentials 

Brute Force / Exhaustive Search

ÁPassword rules

ÁUser: John

ÁPassword:

Ájohnjohn

Ánhoj

Ájohn1234

ÁSmith (who happens to be Johnôs last name)

ÁDoe (sameé)

ÁUsers need passwords they can remember

ÁOtherwise they write them on postix or notes under 
their keyboard
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Obtaining Credentials

Default Accounts & Passwords
ÁDozens of default accounts for each database vendor

ÁSome are privileged

ÁMost have default passwords

ÁLists on the Internet

ÁExample: ctxsys 

(oracle text services)

ÁInstalled by default

ÁDBA privileges

ÁHave full admin
capabilities
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Obtaining Credentials 

If users donôt provide credentials:

ÁCode contains user name and password

ÁRegistry contains user name and password

ÁPotential threats

ÁRogue individuals

ÁTrojans      

ÁMethods

ÁExtract credentials (known location)

ÁSometimes requires online / offline decomposition



Demo


