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Presentation

Who we are (our Mission)

Our Challenge: Replace our KM Portal
Quick overview of our current KM Portal
Overview of the replacement KM Portal Using Oracle Beehive and Portal
11q.
Review of the tools, tips and techniques learned in building the M
portal. e i




Our Mission

The Distributed Information Science and Experimentation (DISE) uses KM/Collaborative tools for
DOD experimentation.

Example: the annual Trident Warrior (TW) exercise.

During the whole process (preparation, execution, reporting) collaboration and exchange of
documents takes place in a web workspace.




The Challenge

Replace an aging OCS (Oracle Collaboration Suite) with KM Portal Using Beehive and

Oracle 11g Portal

Limited Resources
Small Team
Security and IA constraints
Small Budget




Navy has been given a site-wide license for Oracle
DISE pays for Fusion Middleware license.
Perpetual License $30 to $100 per user (GSA $48)

Support costs from $11 to $22 per user.
Tip: User 3rd party such as SEWP (Solutions for Enterprise-Wide Procurement.

Tip: Do a cost analysis on two basic licensing options (per CPU vs. per user)
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Next Generation Fire

* Two Oracle products replace the aging OCS
- Beehive replaces the collaboration tools

- Oracle Portal 11g/WebLogic replaces Oracle App Server
(Experiment development area—the portal)

- Modular and more scalable than OCS

* Compatible with Windows 7 and Mac
/C

* No new licensing costs. Upgrade fro "

%




FIRE Home Portal FIRE Home Account Info Help Logout

Forces Innovation & Research Enterprise

My Workspaces

My Team Collaboration
Beehive Central

Downloads

Experiment Development Links

HAF A20Q
e BLOS
e TACPOD

Trident Warrior
¢ Trident Warrior 12 (other system)

JBAIIC
e EC 11 (other system)

Archived Projects

Any project that is neither current nor listed
under "Experiment Development Links" has
been archived. Archived projects have
restricted access. If you require access to
view a specific project archive, please
contact your Project PL.

Help Center L)

For frequently asked questions and instructions for various sections and features of FIRE see the FIRE Help
Center workspace.

Quick Help Links Other Links
¢ Email the DISE Help Desk * About FIRE
& Submit a Trouble Ticket (a .docx file, save to your desktop) * About DISEsurveyor
* How to: Passwords ¢ About DISE

* Experiment Development Help

About =

The Forces Innovation & Research Enterprise (FIRE) is administered by the Distributed Information Systems
Experimentation (DISE) Group at Naval Postgraduate School.




. New FIRE (Portal

. W ¥ Home Portal Logout

Forces Innovation & Research Enterprise

Lerem ipsum delor sit amet, consectetur adipisicing elit, sed do eiusmod tempor incididunt ut labore et dolore
magna aliqua. Ut enim ad minim veniam, quis nostrud exercitation ullamco laboris nisi ut aliquip ex ea commodo
consequat. Duis aute irure dolor in reprehenderit in voluptate velit esse cillum dolore eu fugiat nulla pariatur.
Excepteur sint occaecat cupidatat non proident, sunt in culpa qui officia deserunt mollit anim id est laborum.

i

Lerem ipsum dolor sit amet, consectetur adipisicing elit, sed do eiusmod tempor incididunt
ut labore et dolore magna aliqua. Ut enim ad minim veniam, quis nostrud exercitation
ullameco labeoris nisi ut aliquip ex ea commodo consequat. Duis aute irure dolor in
reprehenderit in voluptate velit esse cillum dolore eu fugiat nulla pariatur. Excepteur sint
occaecat cupidatat non proident, sunt in culpa qui officia deserunt mollit anim id est
laborum.
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New FIRE

ORACLE - - - :
BEEHIVE Team Collaboration [ Home Workspaces Profiles Tony | Applications ~ | &
58| DISE Tech ~ Search DISE Tech :
9 New ~ ¥, Upload % Marked as Favorite
| ' &
You e DISE Tech Overview
() RecentActivity @ | | wiki Home 2 | | Recent Activity
b Tags ) .
Overview i Created: TW12_0217_2012.zip
. : _ _ Yesterday 3:34 PM by Riqui.
Q Announcements (insert the goals, overview and background informaltion about your workspace here)
= * Moved: TW12Archive
Forums ¥ 5
L"’ . ‘-) Shortcuts to Relevant Information = Feb 16, 2012 10:55 AM by Diane.
(3 Library (+)
£ Tasks _ Wiki Pages | (insert links here) ) ':l-':da;ﬂ?ﬁ M'-'-“‘E::W kiﬁatﬁ' files from OCS ¢
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Documents | (insert links here) @ Updated: TW12 Backups
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E:ﬂ Settings @ Created: TW12 Data from FIRE to FIMS
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ﬁ Workspace Trash Here is some basic information about this workspace 3 Created: Backups
Feb 16, 2012 10:37 AM by Diane. s
End-user End-user help is always available through the Help icon in the upper-right corner. @ Ereated:ﬁTWl 2_0210_20 l_l-z!p
Help Feb 10, 2012 6:40 PM by Riqui.
Participants of this workspace are automatically enrolled in its calendar. Events created in ag Added: Randy
Calerdar this workspace will be added to participants personal calendars unless they unenroll Feb 10, 2012 3:47 PM by Riqui.
B themselves. Parlicipants can unenroll themselves in the Overview page. Alternatively, Added: Shelley =
workspace coordinators can access the Seltings to change the default settings for new & Feb 10 '2:‘11 3:47 PM by Riqui
participants. : : '




New FIRE
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Architecture Overview

External DMZ Internal

SIPR Network DMZ STBL Networ k




External DMZ Internal

SIPR Network \ D7 > STBL Network
-

Authentication

Beehive/Proxy

Database

\ N N



The Solution

External

DMZ

Internal

SIPR Network

DMz

A

Beehive

STBL Network

UserAuthentication

Database

Y | i



Reverse Proxy

Squid Proxy Server

Why we chose Squid
Easy to setup
Free
Preapproved by DoD/IA
Oracle options not suitable

15



Reverse Proxy

Squid Proxy Server

Technical Considerations
Proxy on an existing server
Use a default HTTPS port

Problem
The port is already in use

Solution
New hostname/IP address for the reverse proxy

16



External DMZ Internal

One physical server

SIPR Network STBL Network

IP1:443

UserAuthentication

I 1P2:443

Database

Y | i



Vo Systems

‘Need to run several software systems.
‘Hardware is limited
‘Need to use one physical server for all systems
- Limited by heat
- Power
- Rack space
‘Hardware is fast enough to run multiple software systems
‘Each software system has its own network card but share CPU and RAM




VY Systems

Each server software can run its own:
- Port number
- Domain name
- SSL certificate

/ EthO

IP Address 1

Etm\

|

Hostname1.domain.name

/

IP Address 2

\

Hostname?Z.domain.name

\

Server Software 1 Server Software 2
| U e ™ | ;l |




ssign each IP address to the appropriate physical interfac

etc/sysconfig/network-scripts/ifcfg-ethO

# Broadcom Corporation NetXtreme

DEVICE=etho
BOOTPROTO=static
DHCPCLASS=
HWADDR=18:03:33:00:11:22

II BCM5709 Gigabit Ethernet

IPADDR=19/.1068.1.1
NETMASK=255.255.255.0

ONBOOT=yes

etc/sysconfig/network-scripts/ifcfg

# Broadcom Corporation NetXtreme II BCM5709 Gigabit Ethernet

DEVICE=ethl
BOOTPROTO=statlic
DHCPCLASS=
HWADDR=18:03:33:00:11:44

b

IPADDR=192.168.1.2
NETMASK=255.255.255.0

ONBOOT=yes

| ;




[P to Hosthame Mapping

Assign a unique hostname to each IP address:

/etc/hosts

# Do not remove the following line, or various programs
# that require network functionality will fail.

127.0.0.1 localhost. localdomain localhost
¥ | localhost6.localdomainéd localhosté
192.168.1.1 hostnamel.domaln.name

192.168.1.2 hostnamez.domailn.name




Kickstart Tool

Problem:
Standard Red Hat installation not IA/Oracle Compliant

Solution:
Red Hat’s Kickstart tool automates the installation process to ensure |IA/Oracle compliance

Benefits:
A standard base installation to follow best practices
Time saving
Post install script preconfigures the system

22



Kickstart Tool

A kickstart file consists of three pieces:
- Red Hat Anaconda (Installation) instructions/script installs the OS

- A list of software packages to install or remove

- A post-install shell script to customize the installation

23



Kickstart Script

Sample Post Install Script

# Post-install script

—

g

g Oracle

customlzatlons

/ ‘{J‘ &

|A compllance
customlzatlons'

$post --log=/var/log/kickstart. lo-,f’
#!/bin/bash “g!'

/ groupadd oinstall
groupadd dba
useradd -g oinstall -G dba orx
mkdir /opt/app

\ukdir /opt/oracle

(sed -ri 's/*#?
PermitRootLogin. */PermitRoot!
\\/etc/ssh/sshd_conflg

24



A Considerations

Information Assurance is:
The practice of managing risks related to the use, processing, storage, and
transmission of information
A challenge for a small team in a large enterprise

IA is @ major factor in system design and maintenance /

25



A Examples

# GEN©©4000 (G633)
# This effectively prevents any non-root user from running
traceroute

echo "Locking down GEN©©4000"
chmod 700 /bin/traceroute
chmod 700 /bin/tracerouteb
echo "GEN©©4000 Complete”

# GEN©O5400 (G656) _ /
# Reset the permissions to a DISA-blessed nf
echo "Locking down GEN©©5400"
#chmod 640 /etc/syslog.conf /
Y Vi
# Not good enough for SECSCAN, lock it *#}

;

chown root:root /etc/syslog.conf
chmod 600 /etc/syslog.conf

echo "GEN©GO5400 Complete”

1
26



A Examples

# Search and replace entries in the SSHd configuration file

# Set maximum authorization retries to 1

sed -ri 's/*?MaxAuthTries.*/MaxAuthTries 1/
/etc/ssh/sshd config

# Prevent logins with blank passwords 7
sed -ri 's/A#?PermitEmptyPasswords.*/Perm%’ﬁ!!
no/' /etc/ssh/sshd config /

# Increase the logging level from the d'iaf

sed -ri 's/”#?Loglevel.*/LoglLevel INFO ’ :

27



Red Hat Automated Install

Installation and configuration of Red Hat servers for
Oracle software is a time-intensive task.

We developed a way to automate this process a S ANIEE=

- _.“‘_‘

as possible using 3rd party multi-boot CD cre@t By

tools. /
Installation options: //
. ,‘
. (

Red Hat version (5.5, 5.6, e
32-bit vs. 64-bit |
Choice of Kickstart scripts ‘1

Simple to create a standardized de&

Automated installation reduces |
effort

|
\



Automated Installation
°rOCess

* Step 1: User boots off customized multi-boot
CD. User selects desired Red Hat and kickstart
combination. This is the first and only
interaction the user has during this process

g

ISOLINUX 1.68 0x3c?f?718 Copyright (C) 1994-2001 H. Peter fAnvin

Redhat Enterprise Linux Multi-boot CD
vl. o 19 July 2011 elowneyfnps.edu

@) Boot from first harddisk (automatically in 30 seconds)

1) Boot RHEL 5.5 b64bit kickstart

o kickstart ws manual partition
3 e manual install

4) Boot RHEL 5.6 3Z2bit kickstart

e kickstart ws manual partition
B) .. manual install

7) Boot RHEL 5.6 b64bit kickstart

8) ... kickstart ws manual partition
1 manual install

10) Boot RHEL 5.7b 3Z2bit kickstart

11y . kickstart ws manual partition
12) e manual install

13) Boot RHEL 5.7b 64bit kickstart

14 ... kickstart ws manual partition
15) ... manual install

Y L



Automated Installation

Process

* Step 2: The corresponding Red Hat installer
IS retrieved off of the Multi-boot CD and
starts.

i o

Anaconda 2

conda Anaconda
k|

Multi-Boot Disc




Automatec

* Step 3: The installer retrieves the
appropriate kickstart file located on a NFS

share - this is passed via commandw

FlhA incFAllAr
b > Kickstart 1 Kickstart 2
“ Anacpnda append ks=nfs:192.168.1.200:/

installfkickstart2.cfg . .

NFS Sewerﬁmkﬁ.tarf 3 Kickstart 4

h-:."‘\
o
e
e g
_-\"'\.:-\"‘-\.
e T

)

Kickstart 2

NFS Server

\ N Nl



Automated Installation

Process

* Step 4: The installer runs the kickstart file.
The kickstart file directs the installer to
retrieve the appropriate Red Hat installation

media from a NFS share. [

S &
i Use MNetwork-basad nstallation media @ Redhat installer
nis -=sarver=192 168, 1200 =dirsfinsiall’s 5-54 ﬂ"‘.,_\'-..‘..,‘._.__‘ filas
NFS Server

=
-

= S

==
Redhat installer files =

NFS Server

Kickstart

\ N " |



Automated Installation

Process

* Step 5: Red Hat is installed according to the
directives in the kickstart. After installation, a
post-install script is run to customize the

system. P
e
* The end of the script directs the r;ﬁ' T e
eject the boot disc and restart tiels: = t.]

-

A 4
# Post-install scnpt .

& 051 __||_-_|D:.'ll_r.:.]:’_|'|[]!.:||'|{'5!'.|'li'.=-| art ||:]H

#libin/bash
groupadd oinstall
groupadd dba

useradd -g oinstall -G dba oracie

N

Kickstart script




Certificates

Certificates used to secure communication

Decide what communication will be secured
User <- Proxy
User €-> Portal
User €-> Beehive

Each service uses a different method for setting up SSL
Portal uses WebCache
Beehive uses Application Server with wallet

34




Certificates

Configuring Certificates for Middleware

1. Generate a Certificate Request
Beehive: Oracle Wallet
Oracle Portal: WebCache keystor

. Submit Certificate Request to the i'q;/
Authority /

. Import the signed certificate iptg,
software '
Beehive: Oracle Wallet |
Oracle Portal: WebCache t\ Ore
+.  Configure SSL for Portal and 1: eht |
Beehive: Quick and Easy | U
Portal: 60+ steps




Remote Administration

PuTTY with Cygwin/X can be used to remotely run Xwindows applications such as Oracle
Universal Installer and administration applications(oidadmin)

Benefits:
Free and easy to use
Works with any SSH client and Xserver software
Can remotely setup and administer the system

36



68 ooty S = -

PUutTTY Setup

Remote Administration

Category:

: ‘.. Features
=I- Window

- Appearance
Behaviour
Translation
. Selection

_ -... Colours

—J- Connection

Data

m

=1 Terminal -

Options contrelling S5H X171 forwarding

#11 forwarding
| Enable X171 forwarding
X display location

Remote X171 authentication protocol

@ MIT-MagicCoolde-1
X authority file for local display

XDM-Authorzation-1

| Browse... |

Open

| | Cancel

37




Remote Administration

xclock displaying on the MS Windows desktop

r -
oracle@disedevi:~ |E|“




Remote Administration

Oracle Wallet Manager displaying on MS Windows

oraclei@disedevd:/optforacle/product/2.0.1.0.0/bechive_1/bin E
P :

ki
&
&
i
7

B3 Wallet




QuICK TIPS

Beehive/Database Memory Tuning
Our servers have large amounts of RAM (32GB+)
Software doesn’t use all this RAM.,
Memory settings can be tuned to utilize the physical RAM.
Two issues with memory tuning
Localizing the problem
Remedy

40



QuICK TIPS

=== ODM Solution / Action Plan ===
increase the Java settings for the BEECORE, BEECLIENT and BEEAPP by running the following command
1.) Change the settings for the BEECLIENT container:

beectl modify_property --component BEECLIENT_<replace_by_beehive_instance_name>:StartJavaExecutionArguments --name MaximumHeapSizeInMB --value 1024

—

beectl modify_property --component BEECLIENT_<replace_by_beehive_instance_name>:StartJavaExecutionArguments --name InitialHeapSizeInMB --value it

nSiZeInMB --value 1024

' —_—

beectl modify_property --component BEECLIENT_<replace_by_beehive_instance_name>:StartJavaExecutionArguments --name MaximumPern an

2.) Change the settings for the BEEAPP container:

beectl modify_property --component BEEAPP_<replace_by_beehive_instance_name>:StartJavaExecutionArguments --name MaxXii
beectl modify_property --component BEEAPP_<replace_by_beehive_instance_name>:StartJavaExecutionArguments --na

beectl modify_property --component BEEAPP_<replace_by_beehive_instance_name>:StartJavaExecutionArguments --ga

3.) change the setting for BEECORE:

beectl modify_property --component BEECORE_<replace_by_beehive_instance_name>:StartJavaExecutionArguni

beectl modify_property --component BEECORE_ <replace_by_beehive_instance_name>:StartJavaExecutionArg

beectl modify_property --component BEECORE_ <replace_by_beehive_instance_name>:StartJavaExecutionAr

4. After any of the above steps, apply the changes:

beectl activate_configuration
beectl modify_local_configuration_files

41



PRAESTANTIA PER SCIENTIA 4

Use cURL or wget as a minimal web browser

Jmll =
' oracle@dizedevs:~

.Iacurl http: //www.google.com -I
HITP/1.1l 200 OK

Date: Tue, 21 Feb 2012 22:16:57 GMT

Expire=s: -1

Cache-Control: private, max-age=0

Content-Type: text/html; charset=I50-8859-1

Set-Cookie: PREF=ID=c2lO0l17bc055a8cif:FF=0:THM=1320862617:LM=1320862617:5=pHIM173alFOViI3 L;
expires=Thu, 20-Feb-2014 22:16:57 GMI; path=/:; domain=.google.com

Set-Cookie: NID=57=GXCuK-01hYaz3035mVvgHON6qQNGEXJAEDG H1-9-dvGxgivyGZZY I ZulhHWJsviYXttlQsPE
StE4dusGebPiMznboma-ggooNTsGatmYDzax 1 2YixBiZzkWEggygsuldtke,; expires—Wed, 2Z2Z2-Aug-2012 2Z2:16:
57 GMT: path=/: domain=.google.com; HttpOnly

P3P: CP="Thi=s is not a P3P policy! See http://www.google.com/support/accounts,/bin/answer.p
v7hl=en&answer=151657 for more info."™

Server: gws

X-X55-Protection: 1; mode=block

X-Frame-Options: SAMEOCRIGIN

ITransfer-Encoding: chunked

L

T

.IE-::'Jrl http: //www.google.com —-o source.html

% Total % Received ¥ Xferd Average Speed Time Time Time Current
Dlocad Upload Total Spent Left Speed
100 12373 0 12373 0 0 178k g ——t—:!—— ——i——i—— ——1—:1—— ®&73k

-
=

o B R

b




Quick Tips

Two hard drives in a
RAID 1 Array (Mirror)




QuICK TIPS

Simple script to start DB, Listener and EM

echo "Creating SQL script...”

5 echo "startup" > =script.sgl
& echo "exit;" >» =script.sgl

i chown oracle:oinstall script.=sgl

g chmod 755 script.=sgl
11 mv script.sqgl /home/oracle

13 echo "REunning SQL script "

el i m a o

— - P— — R —
= = _— = = = OITiE - T = a2 ot = — - B - = = = TrE = = CThiE S = = = it =
1. 2 oracaie c S Eource ome s oraclie JELE ororlliey; sUnd.n OURE DA SOl AUsE 22 Sysaba @/ nomeysoracliey SCripc.sdglL
- . - R — P —
EE —_ = = - CTnE - TS = a2 ot = =
1o 5u oracle = T S0ource omeys oracle DaS aroridey; oUBEdl 10 oAk
— . - R - R —
= —_ = = - T - TS = == a2 ol = = =
1 514 oraclie S " 3aurce ome s oracle ELS oragrile,; sUBSG LR OLAER
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Contact

Arijit Das - adas@nps.edu

Tony Kendall - wakendal@nps.edu
Greg Belli - gfbelli@nps.edu

Erik Lowney - eslowney@nps.edu

Riqui Schwamm - rschwamm@nps.edu
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